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Neptune® 360™ MFA Set-up

Multi-Factor Authentication (MFA) is an add-on feature to Neptune® 360™ that adds an extra layer
of login security and further secures customer data. Multi-Factor Authentication (MFA ) requires two
verification methods to ensure that only authorized utility users can access the Neptune 360 web
application.

Instructions to Setup the MFA Verification Method

1. Download Microsoft or Google Authenticator App on your mobile device (free download).
Note: Once you select the app you want to use, you cannot switch.
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2. Login to Neptune 360 with your regular credentials.
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https://play.google.com/store/apps/details?id=com.azure.authenticator&referrer=adjust_reftag%3DcMxaoLAtO7QPH%26utm_source%3DDocs%253A%2BAAD%2Bend%2Buser%2B%2528docs.microsoft.com%2529
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&gl=US
https://apps.apple.com/gb/app/google-authenticator/id388497605
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3. When you log in, the authentication page will pop up.

Pratect Your Aceount With 2-Step Verification
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4. On your mobile device, open your selected authenticator app.

i. Ifusing the Google Authenticator App, click “Get Started” and then click “Scan a QR code.”
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ii. If using the Microsoft Authenticator App, select “Add account” and “Other”.
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Use the authenticator app to scan the QR barcode that's displayed on the Neptune 360
instructions screen.

oM Verizon LTE @ 1:45 PM

2-Siep Venficatbon aiow YOU 1or an 00I0R level account secuity

Foliow the steps below 10 begin the venfication process.
1 Download one of ihe Tlawing autentcator sppacations

TSSO Kion and 0%
+ Google Authenticator for Armsoet gnc « =

Page 3 of 5



A SUPPORT DOCUMENT OF NEPTUNE TECHNOLOGY GROUP

NePTuUNe"
360

6. The authenticator app is now connected to your Neptune 360 account. The app

automatically starts generating time-based one-time passcodes.
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7. Click “Confirm.”

Protect Your Account With 2-Step Verification

2-Step VerMcation allows you for an adaitonal level account security

Follow the steps below to begin the verification process
1. Downbaad one of the Tollowing authenticator applcations

= Microsoft Authenticator for Andioid and I0S
= Google Authenticator for Android and 105

2. Scan the QR code

3. Once you have scanned the QR code or input the key above, your 2-step authenticator app will provide you with a unique

code.

NOTE: You will only be required to go through these steps once as part of your secunty access sefup. The next time that you log
into Neplune 380, simply enter the & digit code found in the Authenticator app

or

Eniter this key into your 2-5bep authenticator app

@ The unique code renews every 60 seconds.
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8. On the computer you used initially to log into Neptune 360, enter the code generated by the
authenticator app after you've entered your username and password.

= Search for accounts

www2neptune3so. af
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Protect Your Account With 2-Step Verification

To gain access to Neptune 360, please enter the 6 digit code provided by the Authenticator application downioaded in the
previcus step.

Verification Code
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9. You're DONE! You have successfully connected the third-party authenticator app to your
Neptune 360 account. You will not need to repeat this process again.

Logging in to Neptune 360

Each time you log in to your Neptune 360 web account after implementing MFA, you will enter your
username and password and then enter the “Verification Code" generated by the authenticator app
(same as Step 8).

If you need any assistance setting up Multi-Factor Authentication, please contact support at
support@neptunetg.com.
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